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NCUXONOLIKU EOEKTU CAJBEPBE3BEAHOCHUX MOBPEAA MOAATAKA

KoA OCOBA U3 HUFEPWUJE

Cyaejman Tojun, bpanka CramaroBuh I'ajuh

®dakynTeT 3APaBCTBEHUX U MOCIOBHUX CTyAH]ja, BasbeBo, Cpouja

CaxeTak

Ibyncka rpetuka je npuMapHmM y3pok peHcomBep Hanaga, 6e36egHOCHMX
noespefa nogataka v Apyrux cajoep npeThu, U JoBOAM A0 cBe Beher
6poja cajbepbesbenHocHUX nHUMAeHaTa. Kako cuctemu nHdopmavlmoHe
6e3benHocTm (cajbepbe3benHOCHN cMcTemn) NocTajy CBE KOMMIEKCHUjU,
KoZ FbyAm CBe NakLue Aonasuv 4o KOrHUTUBHOT npeonTepehera 1 3amopa
o[l yno3opeksa, LUTO MOXe Aa yTUYe Ha y4uHak 1 Aa noseha BepoBaTHohy
rpewke. OBO UCTpaxwuBarke ce HGaBW MCUMXOMOLIKUM edekTuma cajoep-
6e3benHoCcHUX noBpeda nopartaka Mefy ocobama u3 Hurepuje. Vctpa-
XVBak-€e Ce Ocrnaka Ha Teopwjy 3alTuTHe MoTuBauuje (eHrn. Protection
Motivation Theory, PMT, y parbem Tekcty T3M) a nogatke npeysuma
npyMapHO U3 CeKyHAapHUX U3Bopa, YKIbydyjyhu yaconuce u unaHke
[OCTYMNHe Ha MHTepHeTY. MNoJaum cy KBanuTaTMBHO aHanu3vipaHu Nomo-
hy anata 3a ananu3y cagpxaja PQRS (enrn. Preview, Question, Read,
and Summarize, npernefaj, NpevucnuTaj, NPoYnTaj N pe3nMupa;j), koju je
npeanoxuo KoxeH (1990). OBa cTtyauja oTkpmBa Aa cajoepbe3benHocHe
roepefe rnogartaka Mory fa AoBefy A0 ONWTUX KPUBUYHKUX Aena v ncu-
XoroLuke HecurypHoctn y Hurepuju. OHa 3akrbydyje Aa ayrotpajHa usno-
XKEHOCT LUTETHOM CafpXajy ca MHTepHeTa MOXe [a yTU4e Ha KOTHUTVUBHE
cnocobHOCTU, YKIby4yjyhn peluaBarbe npobrnema n [OHOLIEHE OAnyKa.
XKpTBe mory aa umajy npobnema ca KOHLEHTpaLmnjoM Unu AOHOLIEeHeM
paLMoHanH1x oasnyka, LWTO MOXe MOTEHUMjanHo Aa yTuye Ha HUXO0B Ka-
naumTeT Ja ce Hoce ca CBOjUM CBakogHeBHWMM obase3ama.

Krby4yHe peuu: cajoepbe3benHoCHe NpeTHe, Aurutanuaa-
Luja, nojegmHad, ncmxosnoruja

YBop

Ourntanusaumvja je ugeHTUrkoBaHa Kao Haj3Ha4ajHU-
j¥ TEXHOMOLLKN TPeH Koju TpaHcopmuLle n ApyLITBO U
npuspeay. lNpeayseha v nojeanHum cy gaHac nog ctanHum
NPUTUCKOM Aa KopucTe aurutanHe texHonoruje [1]. Nako
anrntanmsaumja goHocu MHore Aobpobutn, oHa nogpasy-
MeBa 1 ogpeheHy ueny [2]. He moxe ce nopehu ga je au-
rMtTanusauuja octsapuna gy0ook yTuuaj Ha ApyLTBo, 06es-
6ehyjyhu nnatcopmy 3a 6p3y kOMyHMKaLWjy, MOCIOBaH€
M noBe3nBake LUMPOM CBeTa. HaxanocT, Kako je pactao
3Havaj nHdopMaLmoHor (cajbep) NpocTopa, Tako cy pacrne
N KOMMYMHa M pPasHONMKOCT noBpeda nogartaka [3]. [o-
Bpede nogartaka Mory da noropuiajy nocrojeha ctawa y
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Abstract

Human error is a primary cause of ransomware attacks, data breach-
es, and other cyberthreats, increasingly driving cybersecurity incidents.
As cybersecurity systems become more complex, individuals are more
prone to cognitive overload and alert fatigue, which can impair perfor-
mance and raise the likelihood of errors. This study examines the psy-
chological effects of cybersecurity breaches among individuals in Nigeria.
The investigation is anchored on Protection Motivation Theory (PMT) and
draws its data primarily from secondary sources, including online journals
and articles. The data were qualitatively analyzed using the content anal-
ysis tool PQRS (Preview, Question, Read, and Summarize system), as
proposed by Cohen (1990). This study reveals that cybersecurity breach-
es can lead to general crime and psychological insecurity in Nigeria. It
concludes that long-term exposure to harmful internet content may affect
cognitive abilities, including problem-solving and decision-making. Vic-
tims may struggle to concentrate or make sound decisions, potentially
affecting their capacity to handle everyday obligations.
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Introduction

Digitalization has been identified as the most significant
technological trend transforming both society and busi-
ness. Today, firms and individuals are constantly pressured
to use digital technologies [1]. While digitalization offers
many benefits, it also entails associated costs [2]. Undeni-
ably, digitalization has profoundly influenced society, pro-
viding a platform for rapid communication, business, and
connection worldwide. Unfortunately, as the significance
of cyberspace grows, so has the quantity and diversity of
data breaches [3]. Data breaches can exacerbate pre-ex-
isting mental health conditions by inciting feelings of worry,
anxiety, and helplessness. The additional stress and men-
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[OMEHY MeHTanHor 3gpasrba, nokpehyhu ocehaje 3abpu-
HYTOCTM, aHKCMO3HOCTM 1 6ecnomohHocTy. [loaaTHu cTpec
W MEHTarnHu Hanop KOju NPOUCTEKHY M3 TakBWX noBpeaa
Mory ga noropluajy noctojehe npobneme.

OBoO uctpaxusane ce 6aBy OLEHOM MCUXOMOLLKUX yTuLa-
ja xog ocoba HakoH cajbepbe3beqHOCHMX NoBpeda noaa-
Taka 1 cucteMmMa 3a NoApLUKy U MHTEpPBEHLMjaMa Koju cy
OOCTYNHM XpTBama cajoepbesbenHocHux nospena. OHM
Ce KOpPUCTE Kao KOHCTPYKTY 3a npeaBufjarke NCUXOMOLLKNX
edekaTta (3aBMCcHa NpoMeHIbuBa) MHpopmaTnyke 6e3ben-
HOCTW Ha nojeauHue (He3aBuUCHa NPOMEHILUBA).

Y MHOrMM cchepama xuBoTa, cajoepbe3dbegHocHe nospe-
e nogaraka Mory ga oMeTy nojeavHue aa nocTurHy ceoje
uMrbeBe, WTO je 3Ha4ajHa cuTyaumoHa NpeTxoaHuua Hera-
TMBHUX ocehara. Hekonuko cTyauja je npeTxogHo nokasa-
no ga nocroju Be3a u3meny cajoepbe3begHoCHMX Hanaaa
N HeraTMBHMX eMOLMja Kao LWTO Cy aHKCUO3HOCT, bec, Tyra
W HecurypHocT [4]. YTuuaj nHTepHeTa Ha pyLUTBO je jacaH,
N Kako ce MHAOPMaTUYKM NPOCTOP LLMPK, pacTy 1 yyecTa-
NOCT ¥ pa3HOBPCHOCT MHopMaTuykmx Hanaga [3]. Beha
je BepoBaTHoha aa he jaBHOCT ofpearoBaTu Ha nocneam-
e nHdopmaTnykor Hanaga, Hero Ha cam Hanag [5].

3HavajaH npumep je cajbepbe3benHOCHM Hamag y kome
Oun 3noHamepHW codTBep (Marneep) NOroAMO EneKkTpaHy,
octaBrbajyhn xurbage rbyam 6e3 crpyje. Y oBOM cLeHa-
pujy, jaBHOCT ce Moxda yonwTe He 6y MHTepecoBana 3a
camy nHdeKumnjy mansepoM Beh 3a HeH ucxod, Kao LTo
je rybuTak cTpyje u nocneanyHa HemoryhHOCT fa ce KyBa
unu rpeje. MNpeasuanee dvxejBruoparnHe u KOrHUTUBHE TEH-
OeHuuje, Koje cy [obpo nosHatv akTopu Y NCUXONoruju
rpyackmnx dpaktopa, obnyHo goBode OO0 JbyAcKke rpeLuke
y obnactu cajbepbesbenHoctn. PuwmHr (eHrn. phishing)
N coumjanHu NHXewepuHr cy Hajpehe cnabocTtu, koje Ye-
CTO HaBoAe 3arnocrieHe Ja HeHaMepHO OTKPUjy CBOje Kpe-
OeHuuvjane Hanagaduma, 300r HesHawa WM M30CTaHKa
nposepe [6, 7]. KOrHUTMBHE MPUCTPACHOCTU, Kao LITO je
nocTaBrbake jeAHOCTaBHOCTU NOCTynKa usHag 6e36eaHo-
CTW, MOXE Ce MITyCTPOBaTV MPUMEPOM JTIOLLIMX MPAKCK KoL
opabupa cnabux nosvHkKM, Kao LWTO je MoHOBHA ynoTpeba
nctux kpegeHumjana [8, 9, 10]. Npema KOrHUTUBHO] Ncu-
XOnoruju, nojeauHLUM Koju passujy HaBuKe y Be3n ca fako
3anaMmTMBMM UNn Yyecto kopuwheHum nosuHkama he Ta-
KBE NO3NHKe Yyelhe KOpUCTUTU Ha BULLE NIaTdopMu, LLITO
oTBapa MoryhHoCTM 3a xakepe.

[onatHy npobnemu, Kao LTO Cy HenpaBuiiHa KOHAMry-
pauvja v ynpaBrbame npuBUIIErjama, UnycTpyjy Komnvko
HeZocTauu MeHTanHe obpaje nogartaka v NpeBuau Mory
fJa posedy OO Hecpa3MepHWX NpuBuiervja 3a npuctyn
nojauuma, yume ce noehasa MoryhHoCT ekcrnnoartauu-

tal strain brought on by such violations may worsen exist-
ing problems.

This study assesses the psychological impacts experi-
enced by individuals after cybersecurity breaches and
examines the support systems and interventions avail-
able for victims of cybersecurity breaches, using these as
constructs to predict the psychological effects (dependent
variable) of cybersecurity on individuals (independent vari-
able).

In many facets of life, cybersecurity breaches can impede
individuals from realizing their goals, thus serving as a sig-
nificant situational antecedent of negative feelings. Several
studies have previously demonstrated a link between cy-
bersecurity attacks and negative emotions such as anxiety,
wrath, sadness, and insecurity [4]. The internet’'s impact
on society is clear, and as cyberspace expands, so do the
frequency and types of cyberattacks [3]. The public is more
likely to respond to the outcomes of a cyberattack than to
the attack itself [5].

A pertinent example is a cyberattack where malware com-
promises a national power plant, leaving hundreds of thou-
sands without energy. In this scenario, the public might not
be concerned with the malware infection itself but rather
with the outcome, such as losing power and consequently
being unable to cook or have heat. Predictable behavioral
and cognitive tendencies, well-established in human factors
psychology, typically cause human error in cybersecurity.
Phishing and social engineering are major weaknesses,
often leading to employees unintentionally revealing cre-
dentials to attackers due to ignorance or lack of verification
[6, 7]. Cognitive biases, such as prioritizing convenience
over security, can result in vulnerabilities, exemplified by
weak password practices like reusing credentials [8, 9, 10].
According to cognitive psychology, individuals who devel-
op habits around easily remembered or frequently used
passwords are more likely to apply them across platforms,
thereby creating opportunities for hackers.

Additional issues, such as improper configuration and
rights management, illustrate how deficiencies in mental
processing and oversight can lead to disproportionate
access privileges, increasing the potential for data ex-
ploitation. Human factors psychology suggests that when
individuals heavily rely on automated systems to prevent
errors, a lack of routine checks and procedural safeguards
can foster complacency [8, 9, 10]. Employees may neglect
security concerns in favor of convenience, influenced by
behavioral patterns. Furthermore, careless handling of re-
movable media poses additional risks; users may fail to
recognize the likelihood of malware transmission due to
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je nogaTtaka. lNcuxonorunja reyackor paktopa ykasyje aa,
Kaga ce ocobe CHaxXHO Ocrakbajy Ha ayTomaTtcke cucteme
3a crpeyaBarbe rpeLukn, HegocTaTak PYTUHCKUX NpoBepa
1 npouedypanHux 6e3begHOCHMX MexaHu3ama Moxe Ao-
BecTn o ocehaja yrbyrbkaHocTu [8, 9, 10]. 3anocneHun
Mory fa 3aHemape Ge3begHocHe acnekTte, gajyhm npeg-
HOCT jeJHOCTaBHOCTM MOCTYMKa, Ha wWTa yTudy obpacum
noHalwawa. Y3 TO, HENaXibMBO PyKOBawe MPEHOCUBUM
Meauvjuma npeAcTaBrba Ao4aTHE PU3MKe; KOPUCHMLM Mory
[a He npenosHajy Aa nocTtoju BepoBaTHoOha npeHoca mar-
Bepa, ycrieq HeoBOSbHE OOY4eHOCTN UMM HaBUKa Yy Kopu-
whety TakBux ypehaja [6, 7]. KoHa4yHo, nocTaBrbane npu-
BaTHUX cajpxaja Ha APYLUTBEHUM Meaujuma Harnallasa
NHOPMATUYKO-MCMXOSOLKE TeHOEeHUMje Ka OTKpuBamy
COMCTBEHOr XMBOTa U Aerbewy uHdopmMauuja, npyu Yemy
KOPUCHMLM MOy MOrpeLLHo aa npoueHe 6e36edHocCT, anuv
N gomaluaj conctBeHux objasa. OBU MHUMAEHTM Harna-
LIaBajy HEONXOAHOCT NPOAaKTUBHE KynType MHopMaTny-
ke 6e3begHOCTM KOja, Kaga ce cnoju ca cBeobyxBaTHOM
obykom y obnactu nHgopmaTnyke 6e3begHoOCTV M nonu-
TMkama OygHor npaherwa, MOXe Aa nojada OTMOPHOCT Ha
Ibyacke rpeluke [6, 7].

AnujaHca 3a nHdopmatmyke npethwse (eHrn. Cyber Threat
Alliance, CTA, y garbem Tekcty AWUIM) okynrba nosHate
KoMnaHuje u3 obnactn 6e30eqHOCTM, ca BaXKHUM MOKa-
3aTerbMMa NpeTHN KOjU Cy paHuje OerbeHu y curocuma
[11]. Ca Majknom Oanujenom Ha veny, AU vma 3a unrb
4a ,omoryhu BUCOKOKBaNUTETHO Aerbere NHopmauumja o
NMHOPMATUYKUM MpeTHaMa y CTBapHOM BpeMeHy, Mefy
KoMnaHujama u opraHusaumnjama koje ce 6ase MHdopma-
Tn4kom 6e36eaHoLwhy, kako 6u ce noborblana nHgopma-
TMYka 6e36eaHOCT HawmMx rnodanHux QurMTanHux ekocu-
ctema”. AWM Hyan pocap HesuheHe yBUAE Y KpUMUHAMNHe
TaKTuKe, KpO3 capafwy npeko 32 6e3begHOCHe opraHu3a-
Luje Koje cBakoAHEBHO capahyjy y carnefaBakby pusmka.
Tokom 2017. rogmHe, ycTaHoBIbeHa je Mpexa 3a nogpLuky
y obnacTtun nHgopmatuykor kpumunana (eHrn. Cybercrime
Support Network, CSN, y narsem Tekcty MIMOWUK), ca uu-
JbeM a ce nosabasu 3Ha4ajHUM ja3oM y NOAPLLLIM XPTBa-
Ma uHdopmaTtnykor kpumuHana. MIMOWK je noctaBuna
WHTepHeT cajT fightcybercrime.org n capahyje ca dene-
panHumMm, Op>KaBHUM 1 NIOKANHUM BRacTMMa y Aerbeky Ma-
Tepvjana MunuoHMMa AmepukaHaua, y HeJocTaTKy npo-
rpama koju 6u 1o nogpxaH Ha HaLMoHanHoM HuBoy [11].

MMNOWK je Takohe nunoTupana TEXHWKY Kom-LeHTapa
y LWeCT gpxasa, 3ajeqHO ca MHTEPHET CajTOM KOoju OMO-
ryhaesa BrnacHuumMma Mmanux npegyseha u knvjeHTUMa ga
0obvjy mogpLuky y npujaBrbuBaky, MOHOBHOM YyCMOCTa-
BIbakby M yHanpehewy HUXOBUX CUTYPHOCHUX cucTeMa
HakoH wuHumpaeHta. MIMOUK je obyumna cneuyujanucre
3a paj y KOn-LUeHTpy Aa BOAE XPTBE KPO3 MHTEPHET cajT

inadequate training or habitual device usage behaviors [6,
7]. Finally, posting private content on social media high-
lights cyber psychology tendencies toward self-disclosure
and information sharing, where users may misjudge the
security and reach of their posts. These incidents under-
score the necessity of a proactive cybersecurity culture,
which, combined with comprehensive cybersecurity train-
ing and vigilant policies, can strengthen resistance to hu-
man error [6, 7].

The Cyber Threat Alliance (CTA) has brought together
well-known security firms with important threat indicators
that were previously shared in silos [11]. Led by Michael
Daniel, the CTA aims to “enable near real-time, high-quali-
ty cyber threat information sharing among companies and
Cybersecurity organizations in order to improve the cyber-
security of our global digital ecosystem.” The CTA offers
unparalleled insight into criminal tactics, with over 32 se-
curity organizations collaborating daily to discuss risk. In
2017, the Cybercrime Support Network (CSN) was estab-
lished to address a significant void for cybercrime victims.
CSN established fightcybercrime.org and collaborated with
federal, state, and local governments to disseminate mate-
rials to millions of Americans in the absence of a nationally
supported program [11].

CSN has also piloted a call-center technique in six states,
alongside a website where small businesses and custom-
ers can get assistance with reporting, recovering, and bol-
stering their security after an incident. CSN trained Call
Specialists to guide victims through the fightcybercrime.
org website and provide support for reporting crimes to the
FBI, FTC, or other appropriate authorities, utilizing the ex-
isting 211 human services referral lines run by United Way
groups. Over 90% of callers reported being happy or very
happy with the service [11].

Statement of the Problem

Human error is the primary cause of ransomware attacks,
data breaches, and other cyberthreats, increasingly driving
cybersecurity events [8, 9]. Studies indicate that human er-
ror accounts for over 80% of cybersecurity problems [8].
About 422 million people were affected by this increase as
of 2022, and estimations suggest that by the end of 2023,
up to 33 billion accounts may have been compromised [12,
13]. Cybersecurity Ventures estimated the global econom-
ic cost of cybercrime to be an alarming $8 trillion USD at
the end of 2023, with an annual growth rate of 15%. By
2025, it could reach $10.5 trillion USD, more than tripling
the reported $3 trillion USD cost in 2015 [14].

As cybersecurity systems become more complicated, in-
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fightcybercrime.org n npyxa nogpLuKy Yy npujaBrbuBary
KPUBWYHWNX Oena HaAfeXHUM opraHMMa kao wro cy FBI,
FTC, n gpyra ogroBapajyha HagnexHa tena, kopuctehu
211 TenedOHCKUX NUHMja 3a NpeycMepaBare no3uea, ca
oneparepuma, KojuM ynpasrba KoMnaHuja JyHajTeq Bej
(eHrn. United Way). Npeko 90% KopuCHWKa Koju cy no3Ba-
NV UeHTap cy nsjaBunu ga cy 6unm 3agoBosbHU UnNn BeoMa
3a10BOSbHM 0BOM ycryrom [11].

®dopmynauuja npodbnema

Jbyacka rpeluka je npuMapHu y3pok peHcoMBep Hanaga,
Be3begHocHMX noBpeda nogaTtaka u Aapyrux cajbep npet-
U, 1 goeogn go cee Beher 6poja cajoepbe3begHOCHMX
nHuugeHarta [8, 9]. Ctyaunje ykasyjy ga ce IbyacKOM rpe-
WKoM Moxe objacHuTn npeko 80% cajoepbe3begHOCHUX
npobnema [8]. Og 2022. rognHe, OBMM MOropLUaHeM je
noroheHo oko 422 mMunuoHa rbyau, AOK NpoLeHe ykasyjy
na je po 2023. roguHe u go 33 munujapae Hanora Moxaa
komnpomutoBaHo [12, 13]. KomnaHwuja CajbepcukjypuTtu
BeHuypec (eHrn. Cybersecurity Ventures) npouemwyje aa je
rnobanHn eKoHOMCKM TpoLLak MHopMaTUYKOr KpUMUHA-
na y3HemupaBajyhux ocam GunvMoHa amepuykuMx gonapa
0o kpaja 2023. roguHe, ca rogumiHboM CTOMOM pacTa of
15%. o 2025. roanHe, oBaj Tpowlak 6 Morao ga gocerHe
10,5 BunuoHa amepuykux gornapa, LWTO je BULLE HEro Tpu
nyTa BYLLIE O NpujaBrbEHMX Tpy BunnoHa gonapa TpoLuka
y 2015. roguHm [14].

Kako cuctemn nHdopmaumnoHe 6e3benHOCTM NocTajy cee
KOMMMAMKOBaHWjW1, KO4 JbyAu CBe Makwe [onasn O Kor-
HUTMBHOT NpeonTepehera 1 3amopa of, yno3opema, LTo
MOXe Aa yTuye Ha yumHak 1 ga noseha BeposaTtHohy rpe-
wke [8, 9]. MNMpeTxogHe cTyauje cy ucnutmeane Mncuxoro-
Wwke edekTe cajbepbe3beaHOCHUX NOBpeaAa nogartaka Koa
nojeguHaua, kako nomohy KBanuTaTMBHUX Tako U MOMO-
hy kBaHTUTaTMBHMX MeToda. MehyTum, HUjeaHa of OBUX
paHujuX cTyauja HWje KOpucTumna HWUTU CUMHXPOHM3O0Bana
cneumduryHe nokasarterbe U3 oBe cTyauje, kako 6u uctpa-
Xuna ncuxonoluke edekte cajbepbe3beaHOCHNX noBpeaa
nogataka Ha ocobe n3 Hurepuje, WITO je TayaH LuIb OBOT
uctpaxueama. OBa cTyauja MMa 3a unib Aa nornyHu Taj jas
y 3Haky 1 06e36ean ogroeope Ha cnegeha nctpaxveadka
nuTama:

1. Koju cy yobuyajeHn ncuxonowkn ytuuajy Ha ocobe
n3 Hurepuje HakoH cajbepbe3benHOCHMX MoBpeaa
nogaraka?

2. Koju cuctemun 3a nogpLLKy U UHTEPBEHUMje cy Tpe-
HYTHO OOCTYMHM 3a XpTBe cajbepbe3beqHOCHMX no-
Bpeaa nogaraka y Hurepuju, 1 Konmko cy oHu aeno-
TBOPHWU?

Sulaiman Toyin, Branka Stamatovic Gajic

dividuals are increasingly likely to experience cognitive
overload and alert fatigue, which can impair performance
and increase the likelihood of errors [8, 9]. Prior research
has examined the psychological effects of cybersecurity
breaches on individuals using both qualitative and quan-
titative methods. However, none of these earlier studies
have used and synchronized the specific indicators of this
study to investigate the psychological effects of cybersecu-
rity breaches on individuals in Nigeria, which is the precise
aim of this research. This study aims to fill this knowledge
gap and provide answers to the following research ques-
tions:

1. What are the common psychological impacts experi-
enced by individuals in Nigeria following cybersecu-
rity breaches?

2. What support systems and interventions are current-
ly available for victims of cybersecurity breaches in
Nigeria, and how effective are they?

Conceptual Clarification
Digitalization

Digitalization has transformed nearly every aspect of life
over the last few decades. Access to the internet, the in-
creasing use of mobile phones, social media, and other ICT
services have changed how people interact, communicate,
learn, and work in almost every country [15, 16]. According
to Schelenz and Schopp (2018) [16], “the term digitization
refers to ‘the action or process of digitizing; the conversion
of analogue data (esp. in later use images, video, and text)
into digital form.” In a common sense, digitalization refers
to the integration of digital technologies into everyday life
across processes, organizations, businesses, and other
societal domains. Often, the specific role of digitalization in
business models is emphasized. In this context, digitaliza-
tion focuses on the adoption and use of digital technology
by key market players and other stakeholders, including
distributors, producers, consumers, film practitioners, as-
sociations, policymakers, and politicians.

According to Parviainen et al. (2017) [17], the process of
digital transformation involves the restructuring of many
domains of social life around digital communication and
media infrastructure. Since the emergence of the term dig-
italization, its effects on society have been central to dis-
cussion. The first modern use of the term digitalization in
connection with computerization can be seen in an essay
published in the North American Review in 1971. Wachal
(1971), cited in Goren3ek & Kohont (2019) [18], describes
the implications of digitalization for society in the context
of countering objections to and the possibility of comput-
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Mojawrexw-e KoHUenTa
Ourutanusauumja

Ourntannsauuja je TpaHcopmmucana CKOpo CBaku acrnekT
XMBOTa y MOcregwnx HEKONnuKo Aeuenwuja. MNpuctyn mH-
TepHeTy, cBe Beha ynotpeba mobunHux tenedoHa, opy-
wreeHn megunju n gpyrn UKT cepBucu npomeHunu cy
Ha4YMH Ha Koju Ibyau cTynajy y mMefycobHy MHTepakuujy,
KOMYHMKaUWjy, Kako yde u page, y CKOpo CBakoj ApXasu
[15, 16]. MNMpema LWeneHuy n LWony (2018) [16], nspas au-
rMrtanusauuvja ce ogHOCK Ha ,pafky Unm npouec guruta-
nun3oBaka; npeBohewe aHanorHnx nogataka (nocebHo
KacHuje crnvka, BUOeO CHMMaka W TekcTa) y AurntanHu
obnuk”. Y onwTtenpuxsaheHoM cmucny, AWrutTanusaum-
ja ce ogHoOCK Ha wMHTerpauujy gurutanHux TexHonorvja y
CBaKOAHEBHU XMBOT Y pa3nuynTMM npouecuma, opraHu3a-
unjama, npegysehvma v gpyrum OpyLITBEHUM OOMEHUMA.
YecTo ce Harnawasa cneumduyHa yrnora gurutanmsaumje
y NOCMOBHUM Mofenuma. Y OBOM KOHTEKCTY, Aurntanuaa-
umja ce oKycmMpa Ha ycBajare M ynoTpedy AurvTanHux
TEXHOMNOrNja of CTpPaHe Kiby4dHUX mUrpada Ha TPXKULITY U
OpYrMx aktepa, ykrbydyjyhu amctpubytepe, NpoayLeHTe,
noTpowaye, unMcke cTBapaole, yapyXewa, Kpeatope
nonuTrka n nonuTuyape.

Mpema lMapBunaHeHy n capagHuuuma, (2017) [17], npouec
aurntanHe TpaHcdopmaLmje YKibydyje pecTpyKTypupame
OpojHMX JOMEHa APYLUTBEHOT XNBOTa OKO UHAPACTPYKTY-
pe OurnTanHux KomyHukauuvja n meguja. OTkako je guruta-
nusaumja gedrHUcaHa Kao rnojam, heH yTuuaj Ha gpyLuTeo
3ay3nma LieHTpanHo MecTo y pacnpasama. [1pBa mogepHa
ynoTpeba n3pasa guriutanuaaumja y Besu ca Komjytepusa-
umjom (NpenackoM Ha LWIMPOKY ynoTpeby padvyHapa) Moxe
ce cpecTu y ecejy koju je objaBrbeH y yaconucy ,Ceep-
Hoamepuyku npernen” (North American Review) 1971. ro-
avHe. Bawan (1971), uutnpaH y nybnukaumjy MlopeHwek n
KoxoHT (2019) [18], onucyje nmnnukaumje aurutanusauumje
Mo OPYLWTBO Y KOHTEKCTY MOryhHOCTM UCTpaxuBaka Apy-
LUTBEHNX MojaBa nomohy payyHapa, U U3HOCU KOHTpaap-
rymeHTe 3a npuroBope Ha Taky ynotpeby. [poydaBare
N WCTpaXuBake KOHLUEeNnTa AurMtanusauuje npou3Besno
je OrpoOMHYy KOSMMYUHY MaTtepuvjana y nutepaTtypwu, Harna-
wasajyhu Kako CTpykType AurntanHux meguja obnukyjy un
yTUYy Ha CaBpeMeHM CBET. Y OBOM KOHTEKCTY, Aurutanmu-
3auuja je nodena ga ce 6aBu CTPYKTypuvpawemM pasHoBp-
CHMX 0bnacTu OpyLUTBEHOT XXMBOTA OKO MHAPACTPYKType
aurntanHux KoMmyHukauuvja n megmja. flopeHwek n KoxoHT
(2019) [18] B1ae avrntanusaumjy Kao jegHy of Kiby4YHUX,
aKo He W HajBaXKHWjy, OOJIUKY CaBpeMeEHOr CBeTa.

er-aided exploration of social phenomena. Studying and
exploring the concept of digitalization has produced an
enormous body of literature, highlighting how digital media
structures shape and influence the modern world. In this
context, digitalization has begun to address the structuring
of diverse areas of social life around digital communication
and media infrastructure. GorensSek & Kohont (2019) [18]
view digitalization as one of the key, if not crucial, features
of the modern world.

Ethical Considerations in the Management of Cyberse-
curity Breaches

Analyzing the existing scholarly literature on ICT in general
and cybersecurity particularly regarding moral values [19],
one will find, among others, privacy and trust, freedom
and (informed) consent, fairness, and equality, as well as
dignity and solidarity [20]. While this list is by no means
complete, it is clear that a wide range of moral values are
involved in the development and use of ICT and the provi-
sion of cybersecurity. When considering ICT in healthcare
as a paradigmatic use case, these values can be expand-
ed to include the principles of Beauchamp and Childress
(2019) [21]: autonomy, beneficence, non-maleficence, and
justice. While these principles originate in biomedical eth-
ics, they can be applied in professional domains beyond
healthcare. Adherence to these values and principles must
guide professional behavior because they constitute the
core of the respective profession. They should guide the
professional behavior of, for instance, physicians, comput-
er scientists, or engineers — especially when they are con-
cerned with ensuring cybersecurity. Yet, this means there
may be circumstances in which the core moral values of a
profession may compete or even conflict with technical or
other requirements.

A comprehensive cybersecurity strategy includes more
than just technical elements, as concluded by Christen et
al. (2017) [20]. It must encompass aspects of leadership,
societal, and corporate culture and include larger econom-
ic and even sociopolitical elements (e.g., national security).
Cybersecurity must be understood as a multi-dimensional
task. Without claiming to be exhaustive, one can identi-
fy moral values, technical requirements, and other factors
that influence ICT design and thus profoundly impact the
conditions under which cybersecurity can be provided. The
provision of cybersecurity depends on numerous values,
aims, and requirements that are interrelated but also in
competition or even conflict with each other.

Literature Review

This section reviews material pertinent to the research’s
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ETnuka pasmaTpama Kkof ynpaBibakba 6e306e4HOCHUM
noBpegamMa nogaraka

AHanunsa noctojehe akagemcke nutepatype o UKT yon-
LUTEHO, Te 0 nHdopmaTu4koj (cajoep) 6e3begHocTn Nnoceb-
HO, y norneay mMopanHux spegHocTtu [19], nosoau, uamenhy
ocTarnor, o NuTaka NPMBaTHOCTM, NOBepekrsa, crnoboae n
(nHdopMUCaHOr) NpucTaHka, NpaBegHOCTN U jeQHAKOCTH,
Kao n gocrtojaHcTBa U conugapHocTu [20]. Mako oBaj cnu-
CaK HM Y KOM Criyyajy Huje ncupnaH, jacHo je fa je y passoj
n ynotpeby VKT, kao 1 y npyxare nHdpopmatmyke 6e36ea-
HOCTW, YKIbYYeH LUMPOK CMeKTap MOpariHUX BPEOHOCTW.
Kapa ce pasmatpa VKT y 3gpaBcTBy, ka0 napaamrmartcku
npumep ynotpebe, oBe BPEAHOCTU Ce MOry MpOLIMPUTU
na obyxeate Haverna bowama n Yvngpeca (2019) [21]:
ayToHOMMje, A0OpoUYnHEHa, HELLKOASbMBOCTM M MpaBae.
Mako oBa Havena notuyy 13 GUOMeLMLUHKE eTuKe, MOory
Ce NPYMEHUTU 1 Y CTPYYHUM JOMEHMMA U3BaH 34paBCcTBa.
Y cBOjUM MoCTynumMma, CTpyyHsaLm ce Mopajy ycmepasaTu
yrnpaBo OBVMM BpedHOCTMMA, jep OHW MNpencTaBribajy OKo-
cHuUy cBojux npodpecuja. OBe BpegHocTn 6u Tpebano aa
ycMepaBajy npodecroHanHo ogHoLweHe, Ha npumep, ne-
Kapa, UHcdopmaTmyapa unm nHxukwepa, NnocebHo kaga je
pey 0 06e3befmBamy nHdopmatuyke 6e3begHocTn. Mnak,
TO 3HauM ga 6u Morne Aa NocToje OKOMHOCTU Y Kojuma 6u
LeHTpanHe moparnHe BpegHOCTU Heke npodecuje Morne
Oa gohy y KoMNeTuumjy M 4ak U KOHMIUKT ca TEXHUYKUM
W OpyrMM 3axTeBuma.

CeobyxBaTHa cTpartervja nHdopmatudke 6e3begHocTu
He obyxBaTa camMO TEXHWYKE eNleMeHTe, Kao LITO cy 3a-
kreyumnu KpucteH n capagHuum (2017) [20]. OHa mopa
na obyxsaTu acnekTe nuaepcTsa, APYLUTBEHE U Koprnopa-
TUBHE KYyNTYpe, U Aa YKIby4u LUMpEe eKOHOMCKe, Ma Yak U
[OPYLUTBEHO-NONUTUYKE efnleMeHTe (HNp. apxxaBHy 6e3ben-
HocT). MHdopmaTnyka 6e36eqHOCT ce Mopa pasyMeTu Kao
BULLeANMEH3VOHaNHN 3agaTtak. He tBpaehu ga je cadvum-
HEH MCLpNaH crnucak, Mory ce uaeHtudmkoBaT mMoparn-
He BPEOHOCTU, TEXHWYKM 3axTeBW U Opyrv hbakTopu Koju
yTndy Ha gusajH VKT, n Tmme ocTtBapyjy CHaaH yTuuaj
Ha ycrnoBe nof Kojuma ce MoXe ocurypartu nHdopmaTuny-
ka 6e3begHocT. Ocurypane nHpopmaTmyke 6e3begHocTu
3aBUCK 0f OPOjHMX BPeOHOCTU, LuIbeBa M 3axTeBa Koju cy
mefycobHO noBesaHu, anu cy Hekaga MefycoBHO KOHKy-
PEHTHU, UK YaK y KOHMMWKTY jegHn ca apyruma.

Mpernen nutepatype

OBaj geo paga ce 6aBu npernegoMm martepwujana Koju cy
perneBaHTHM 3a UWb OBOI UCTpaxuBaha, Y3 ofaBare
npusHawa ayTopuma 3a HUXOB 3Ha4vajaH AOMPUHOC OBOj
Hay4HOj obnacTtu.

Sulaiman Toyin, Branka Stamatovic Gajic

goal, acknowledging the authors for their robust contribu-
tions to this field of study.

Common Psychological Impacts Experienced Follow-
ing Cybersecurity Breaches

Bada and Nurse (2020) [15] examined an employee’s feel-
ings following a cyberattack at their company. The study
explored how workers cope with a cyberattack on an emo-
tional and psychological level. The study found that senior
management plays a critical role in changing employees’
emotional and coping abilities through their support and
intervention. Numerous studies have shown that empa-
thy is a fundamental leadership trait; however, it is rare-
ly displayed in the workplace, particularly following cata-
strophic circumstances. This is especially true for security
specialists who defend their organizations’ organizational
and business data on the front lines of conflict. The study
supports the conceptual challenges that affect employee
well-being. It clearly showed that cybersecurity assaults
have serious psychological repercussions that need to be
addressed in addition to becoming a barrier for engineers.
While some individuals are more likely to have a strong
negative affective stress reaction and neglect to take the
necessary actions, others are more likely to react proac-
tively and positively, reducing the negative consequences
of the cybersecurity breach. Psychological problems and
possibly psychosis may be identified, especially for these
individuals. Although this current study focuses on the psy-
chological consequences of cybersecurity breaches on in-
dividuals, the reviewed study’s initial goal is pertinent as it
explored how employees deal emotionally and psycholog-
ically with a cyberattack.

Bada and Nurse (2020) [15] also examined employees’
emotional responses and coping mechanisms in the event
of a cyberattack. The study investigated how employees
react emotionally and cope with a cyberattack. Data was
gathered using a comprehensive case study technique
involving 24 semi-structured interviews at a multinational
manufacturing organization, alongside primary observa-
tions and a collection of secondary materials. Technolo-
gy Threat Avoidance Theory (TTAT) was used to enhance
the grounded approach to data analysis through an emo-
tion-theoretic lens. The study’s conclusions, based on
structural appraisal theory, show that the IT security team
in the case study alternated between negative emotion-fo-
cused coping and positive problem-focused coping. Senior
management empathy and resource mobilization were
important explanatory factors or turnaround mechanisms
that mediated this oscillation. A conceptual model known
as the Transformation of Coping via Empathic Leader-
ship (T-CEL) is developed by building on these studies.
Through their support and intervention, senior manage-
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CynejmaH TojuH, BpaHka Ctamatosuh lajuh

Yo6uyajeHn NCUXonoLKn yTuLaju Ao Kojux gonasm Ha-
KOH caj6epbe36eaHOCHMUX NOBpeaa nogaraka

Bbapa n Hypc (2020) [15] cy ucnutmuBanu ocehara 3ano-
CreHnx HakoH cajbepbesbegHocHe noBpene nogaTaka y
buxoBuM npepysehuma. CTyavja je nctpaxupana Kako
pagHuuM npeenagasajy 6e3benHocHe noBpeae nogataka
Ha eMOLMOHAaNHOM 1 MCMXOSOLKOM HUBOY. Y CTyamju je
npoHaheHo fa BULLIE PYKOBOACTBO, KPO3 MOAPLUKY U MHTEp-
BEHLMje, Urpa KpUTUYHY yrory y NPOMEHN eMOLMOHANHMX
M CnocoBHOCTU NpeBnagaBaka koA 3anocneHux. bpojHe
CTyQuje cy Harnacune emnartujy kao dyHaamMmeHTarnHy oco-
OuHy y nuaepcTBy; MefyTMM, OHa Ce PeTKo Mcrnosbasa Ha
pagHOM MeCTy, MOCEOHO HaKoH kaTtacTpodanHux OKOMHO-
ctn. OBO je MOCeOHO TayHO 3a crneuuvjanucte y obnactu
06e3begHoOCTH, Koju OGpaHe opraHu3auuoHe K MOCNOBHE
nogatke CBOjMX OpraHu3auuja Ha NpBuM 6opGeHUM NNHK-
jama koHdnukTa. CTyavja nogpkaea KOHUeNTyarnHe usa-
30B€e KOju yTu4y Ha gobpobut 3anocneHmnx. OHa je jacHo
nokasana ga cajoepbe3begHocHV Hanaau umajy o3ourbHe
ncuxonoLluke nocrneguue kojuma ce Mopa no3abaBuTu, y3
TO WTO nocTtajy 6apujepa 3a nHxmkwepe. Nako Hekun no-
jeamHumM nokasyjy Behy BepoBaTHOhy CHaxHe HeraTuBHe
adekTVBHE peakuuje Ha CTpec U He npeaysvMajy Heor-
XoOHe pagmwe, 3a Apyre je BepoBaTHUje Aa he no3anTneHo
M NPOaKTMBHO pearoBaT, YMMeE Ce CMmakyjy HeraTvBHe
nocneguue MHopMaTUYKMX noBpeda nogataka. Mory ce
NAEHTUUKOBATU NCUXOOLLKN Npobremu, a moryhe u ncu-
X03e, NocebHO Koa oBMX NojeauHaua. Mako ce TpeHyTHa
cTyaunja cpokycmpa Ha ncuxonoLuke nocrneguvue cajoepbe-
30egHOCHUX NoBpeaa nodataka kog nojeauHaua, noveTH
uurb CcTyauje Koja je npegmeTt OBOr npernefa je 3HadajaH,
jep ce oHa 6aBuna UCNUTMBaHEM KaKO Ce 3arnociieHn eMo-
LMOHArHO M MCUXOMOLKN HOoce ca cajoepbe3beqHOCHUM
Hanaguma.

Bbapa n Hypc (2020) [15] cy Takohe ucnutann emoumo-
HamnHe O4roBope W MexaHu3me npeenagaBana 3anoche-
HUX y crnydajeBuma MHopmaTuykmx Hanaga. Ctyauja je
ncnuTana Kako 3anocneHn emMouMOHanHoO pearyjy 1 Kako
ce Hoce ca cajbepbesbegHocHUM HanagoM. [Mogaum cy
npukynrbaHu nomohy cBeobyxBaTHe TexHWKe CTyauvje
cny4aja, y kojoj cy kopuwheHa 24 nonycTpykTynpaHa uH-
TepBjya y MynTUHaLMOHANHO] NPOM3BOAHO] OpraHu3aLmju,
3ajedHo ca MpUMapH/MM orncepBauuvjama u NpUKynbakem
CeKkyHAapHuUX maTtepuvjana. Teopuja usberaBarwa TEXHO-
nowkmx npetwn (eHrn. Technology Threat Avoidance
Theory, TTAT) je npumereHa kako 6u ce yHanpeauo pa-
LMOHarHM NpUCTyN aHanuMan nogaraka Kpo3 npusmy emo-
LMOHarHo-TeopeTCKor npucTyna. 3akrbyyum cryguje, Ha
OCHOBY Teopwje CTPYKTYpHe oueHe, nokasyjy Aa je TuMm 3a
WT 6e3benHoCT y mocmaTpaHoj CTyauju crydaja anrtep-
HYpao u3mehy HeraTuBHOr nNpesnagasara HOKycupaHor
Ha emoumje M NO3UTMBHOI NpeBnagaBama (HOKyCUpaHor

ment can significantly improve employees’ emotional and
coping skills. Because it examines workers’ emotional and
coping reactions to a cyberattack, this study is relevant to
the first objective of this present research, which focuses
on the psychological effects of cybersecurity breaches on
individuals in Nigeria.

Support Systems and Interventions Currently Avail-
able for Victims of Cybersecurity Breaches

Bada and Nurse (2020) [15] also examined the emotion-
al experiences of victims of cybersecurity breaches. The
study specifically investigated emotional responses to cy-
bersecurity breaches. A context-specific tool was devel-
oped based on the studied literature. 145 participants who
had experienced a cybersecurity breach reported on their
assessments, action tendencies, bodily reactions, expres-
sions, subjective feelings, and regulation attempts. The
tool employs a thorough approach to evaluate emotional
reactions to cybersecurity threats and offers an effective
method for identifying potentially problematic reactions. A
distinct three-dimensional structure emerged from a prin-
cipal component analysis of 75 emotion responses. Thus,
the study concluded that to combat cybersecurity con-
cerns, emotional support systems must be developed in
addition to technological advancements to prevent detri-
mental long-term psychological effects. Since the current
study focuses on the psychological impact of cybersecurity
breaches on individuals, the study’s objective, which ex-
amined emotional reactions to such breaches, is relevant
to current procedures for providing assistance and inter-
ventions to victims of cybersecurity breaches in Nigeria.

Canetti et al. (2017) [4] examined how people felt about
and trusted autonomous vehicles after cybersecurity
events, investigating the different elements that support
this trust in light of such incidents. The study employed a
dual-methodological approach. A cohort of 151 individuals
completed structured questionnaires to collect quantitative
data, while in-depth semi-structured interviews with spe-
cialists in AV technology and cybersecurity provided quali-
tative data. The key factors influencing public trust from the
perspective of research participants were then identified
through rigorous structural equation modeling of the quan-
titative data. The study concluded that cyber-attacks un-
doubtedly reduce public trust in AVs and emphasized the
significance of perceived safety, incident severity, regulato-
ry frameworks, and business legacy in forming public trust.
Therefore, the report advises all parties involved, from leg-
islators to AV manufacturers, to map out the path for effec-
tive future AV integration. Although the current study focus-
es on the psychological impacts of cybersecurity breaches
on individuals, Canetti et al.’s study [4] is relevant to the
second objective of this research, as it examines elements
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Ha npobnem. EmnaTnja Buwer pykosoacTea u mobunmsa-
umja pecypca 6unu cy BaxHW pakTopu Kojuma ce Moxe
06jacH1TV OBO ocuunupare, U yTuuanu cy Ha npeycme-
paBake 0BMX ocuunauuvja. KoHuenTyanHu mogen nosHar
Kao TpaHcopmaumja npesnagaBawa noMohy emnartuu-
Hor BofcTBa (eHrn. Transformation of Coping via Empathic
Leadership, T-CEL) pa3BujeH je ynpaBHO HagorpagHOom
Ha oBe cTtyauje. CBOjOM NOAPLUKOM W WHTEPBEHLNjOM,
BYLLE PYKOBOACTBO MOXeE 3Ha4ajHO [a yHanpean eMouu-
OHarHe u BelTUHe NpeBnagaBara kog 3anocnexHmx. 36or
TOra LITO UCNNTYje eMOuUMOHarnHe 1 peakuuje npesnaga-
Bakba 3arnocrieHnx Ha MHopmaTykn Hanag, oBa cTyguja
je peneBaHTHa 3a NpBU UUIb OBOr UCTPaXmBaka, Koje ce
dokycupa Ha ncuxornoluke edekTte cajoepbe3begHOCHNX
nospefa nogaraka koA nojeavHaua y Hurepumju.

TpeHyTHO AOCTYNHU CUCTEeMU noapLUKe U UHTepBeHUUn-
je 3a XpTBe 6e36e4HOCHUX noBpena nopgartaka

Baga v Hypc (2020) [15] cy Takohe ucnutmMeBanu emoum-
OHarHa UCKycTBa XpTaBa cajbepbe3benHocHMX nospeaa
nogataka. Ctyguja je cneumdu4HO ncnMTuBana emoumo-
HanHe ogroBope Ha cajbepbe3begHocHe noBpeae nogarta-
Ka. Pa3BujeH je UHCTPYMEHT creLmduyaH 3a 0Baj KOHTEKCT,
Ha OCHOBY npoy4eHe nutepatype. OHM KOju Cy UCKycunu
cajbepbe3benHocHy noBpeny nogataka (145 yyecHuka),
M3BECTUNN Cy O CBOjUM OLeHama, TeHAeHUMjama Ka oape-
ReHum pagwama, TenecHUM peakuujama, mspaxasary,
cybjekTBHMM ocehawvMa M MoKylajuma perynauuje.
OBaj MHCTPYMEHT KOPUCTW AeTarbaH MpUCTyn 3a oueru-
Bak€ EeMOUMOHamnHMx peakumja Ha cajbepbesbenHocHe
npeTke 1 Hyau OenoTBopaH MeToq 3a MAeHTUdUKaumnjy
noTeHumjanHo npobnematuyHmnx peakumnja. M3 aHanuse
rmaBHUX KOMMOHEHTU 75 emoumoHanHuUx ogrosopa npo-
NCTeKNa je jacHa TpoAMMEH3MOoHanHa CTpykTypa. Tako je
CTyavja 3akrbyyuna ga je, y uurby 6opbe npotme cajoep-
0e36eAHOCHMX NpPEeTHKN, HEONXOOHO Pa3BUTM CUCTEME 3a
€MOLMOHarHy MNOAPLLKY, Y3 TEXHOMOLLKE HanpeTke, Kako
61 ce cnpe4nnu ayrotTpajHu LUTETHU NCUXOMNOLLKN eddEKTH.
C ob3aupom ga ce oBa cTyanja oKycMpa Ha NCUXOroLIKe
yTuuaje cajbepbesbenHocHMX NnoBpeaa nogaraka Ha noje-
OVHUe, unib cTyauje, Koja je ucnutmsBana eMoumoHarnHe
peakuuje Ha TakBe MOBpede nogataka, perneBaHTaH je 3a
TpeHyTHe npoueaype npyxama noapLuke U UHTepBeHLmnje
3a XpTBe cajbepbe3begHOCHNX noBpeda nogartaka y Hu-
repuju.

Kanetn n capagHuum (2017) [4] cy nocmaTpanu wTa ibyan
ocehajy 1 KOnvMKko nmajy nosepera y ayTOHOMHa BO3una
(AB) HakoH cajbepbe3benHocHMx fgorahaja, ucnutyjyhu
pasnuuMTe enemeHTe Koju nogpkasajy OBO MOBEpPeEH-E Yy
CBeTny TakBux gorahaja. Y cTygujy je npumereH npucTyn
nBocTpyke Metogonoruje. 'pyna og 151 ocobe je nony-
HWNa CTPYKTyupaHe YNUTHUKE Kako Ou ce NpuKynuin Ko-

Sulaiman Toyin, Branka Stamatovic Gajic

that support trust in the setting of cybersecurity events,
concerning the efficiency of Nigeria’s current procedures
for providing assistance and interventions to victims of cy-
bersecurity breaches.

Theoretical Framework

No single theory has gained ascendancy as an explana-
tory model for all types of psychological effects related to
cyberattacks. Perhaps the diversity of their impact on indi-
viduals in Nigeria poses an inherent barrier to such a glob-
al theory, adding complexity to its construction and chal-
lenging the emergence of a unifying explanatory theory.
This study is anchored on the Protection Motivation Theory
(PMT) [22] to underpin the research.

Protection Motivation Theory (PMT)

Rogers (1975) [22] developed the Protection Motivation
Theory (PMT), which posits that human and environmen-
tal factors combine to create a potential threat. Risk trig-
gers two cognitive processes: threat appraisal and coping
appraisal. The threat appraisal process evaluates the el-
ements of the action that may pose a risk, such as the
degree of danger, the individual’s sensitivity to the threat,
and the intrinsic and extrinsic motivations surrounding the
acts. The coping appraisal process compares the costs
(or efforts) associated with protective behavior (response
cost) with an individual’s ability to manage and avoid the
presented danger (self-efficacy and reaction efficacy). How
vulnerable a person feels to a hazard is related to their
risk assessment. Various factors influence vulnerability to
cyberattacks [23].

The most common indicator of protective motivation is the
measurement of the “intention” to engage in the recom-
mended preventive activity. The fact that people do not
appear to view malicious cyberattacks as a threat to them-
selves, and if they do, believe there is nothing they can do
to prevent them, is another important factor in understand-
ing how the public responds to these attacks. Rather than
the cyberattack itself, the public is more likely to respond to
the event (such as a disruption of service). Adaptive inten-
tions or behaviors were often made possible by increases
in threat intensity, threat vulnerability, response efficacy,
and self-efficacy.

Relevant Protection Motivation Theory (PMT)

Protection Motivation Theory (PMT) [22] is one of the of-
ten-used theories in behavioral information systems (IS)
security research, a critical part of the information systems
security field. Applications of protection motivation the-
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NEKTUBHU Mojaun, OOK Cy AeTarbHW NOMyCTPYKTyMpaHu
WHTEpPBjyM ca cneumjanuctiMa y obnactu TexHonorvje AB
1 nHpopmaTnyke 6e36egHOCTV JOHENN KBAaNUTaTUBHE No-
aatke. Krby4Hn dpakTopm Koju Cy yTuuanm Ha noBepere
jaBHOCTM 3 NepCcnekTUBe y4YeCcHUKa UCTpaxmeara cy no-
TOM MOEHTUMUKOBAHW PUrOPO3HUM MOLENOBaHEM CTPYK-
TYPHUX jedHayMHa 3a kBaHTUTaTMBHe nogaTke. Ctyguja
je 3akrbyymna ga cy MHopMaTuykM Hanagu HeCyMHMBO
CMarunn noeepewe jaBHocTn y AB 1 Harnacuna 3Ha4aj
nepuunupaHe 6e3begHocTn, 03BUIBLHOCTM MHUMAEHTA,
perynaTtopHMX OKBMpa M MOCMOBHE 3a0CTaBLUTMHE MNpwu
dopmupary noBepewa jaBHocTu. CTora je nsBewTaj cy-
repucao CBMM YKIby4eHMM CTpaHama, of 3akoHodasaua
Ao npoussohaya AB, fa nspage many nyTta 3a 4enoTBop-
Hy Oyayhy wHTerpaumjy AB. Nako ce akTyenHa cTyguja
doKycupa Ha NCUxomnoLuke yTuuaje cajoepbe3deqHOCHMX
noBspena nogataka Ha nojeauHue, ctyavja Kanetnja u ca-
pagHuka [4] je peneBaHTHa 3a Opyrn LUIb OBOI UCTPaXu-
Bakba, jep UCnUTYje enieMeHTe Koju nogpkasajy nosepexe
y OKpyXer-e OKO cajoepbesbegHocHMX dorahaja, WwTo je
peneBaHTHO 3a e(MKacHOCT akTyenHux npouegypa Hure-
pvje 3a npyxakwe nomohu u nHTEepBeHuuja xpTBama be-
30egHOCHMX NoBpeaa nogaraka.

TeopeTcku okBUpP

HwvjegHa Teopuja ce Huje 13gBojuna kao mogen koju obja-
WH-aBa CBe BPCTe MCUXONOLWKUX edekata y Be3u ca WH-
dhopmaTnykMMm Hanagmma. Moxga pasHONMMKOCT HUXOBUX
edekata Ha nojeguHue y Hurepuju npeacraerba CTPyK-
TypHy 6apujepy TakBoj rmobanHoj Teopuju, LUTO YNHU HEHY
KOHCTPYKUWjy AOAaTHO KOMMIIEKCHOM 1 npeacTaBrba nsa-
30B 3a MNojaBrbMBakE jeAVHCTBEHE Teopuje Kojom bu ce
cBe morno objacHmutn. OBa cTyamja ce ocrnawa Ha Teopujy
3awTutHe motusaumje (T3M) [22], Ha kojy ce Hagorpahyje
OBO UCTpaXxuBar-e.

Teopwmja sawTutHe moTusaumje (T3M)

Pouiepc (1975) [22] je pa3Buo Teopujy 3alITUTHE MOTMBaA-
umnje (T3M), no kojoj ce rbyackn hakTop n dakTop OKpy-
Xewa yapyxKyjy Kako v CTBOpUnM noTeHumjanHy npetky.
Pusuk nokpehe gBa KOrHUTMBHA npoLleca: npoueHy npet-
H€e M NpoLeHy npeenagasawa. lNpouec npoueHe npeThe
ouewyje enemMeHTe pagHe Koju Mory ga npeacrtasrbajy
PU3UK, Kao LUTO Cy CTEMNEH ONACHOCTU, OCETIbUBOCT AaTor
nojeavHUa Ha NpeThy, Kao U yHyTpallka U CnorbHa MOTU-
BaLuja y Be3u ca TuM pagwama. NpoueHa npeenagaBana
nopeau LeHy 1Unv Hamnop Koju ce JOBOAM Y BE3y ca 3aLuTuT-
HUM NoHallaweM (LeHa oarosopa) ca cnocobHowhy noje-
OvHUa fda ynpaBrba U usberHe npeacraBrbeHY ONacHOCT
(camoedpmkacHocT 1 edpmkacHocT peakumje). Ocehaj oce-
TrbmBe ocobe y Be3un ca onacHowhy nMa Be3e ca heHOM
NpoLeHoM pusmka. Pasnmumtu haktopm yTu4y Ha OCeTIbU-

ory in information systems research have recently been
examined by information systems studies [24]. Years of
PMT studies in psychology provide many more important
insights on information systems security research. This
study may be able to comprehend why people do (or do
not) adhere to information systems security measures by
using the protection motivation theory insights that have
not previously been examined in information systems se-
curity. For instance, research in psychology demonstrates
that appeals that seek to evoke both fear and empathy in-
crease the efficacy of threat messages when the target-
ed individual is accompanied by others at risk. Therefore,
messages that encourage people to think about other peo-
ple’s perspectives might help them better understand why
they should keep their data and information safe. Addition-
ally, the insights from Protection Motivation Theory (PMT)
may be used to develop effective treatments that improve
people’s information systems security behavior.

Method

This study examines the psychological effects of cyberse-
curity breaches on individuals in Nigeria. The data were
collected through secondary sources and analyzed qual-
itatively using the PQRS (Preview, Question, Read, and
Summarize) system of content analysis, as proposed by
Cohen in 1990 [25].

Ethical Considerations

Research ethics standards were carefully adhered to
throughout this study. The authors of the relevant literature
used are mentioned in in-text citations and are properly
referenced. The literature reviewed is all in line with the
objectives of this research.

Discussion of Findings

Cybersecurity breaches can lead to psychological imbal-
ance. While the effects of cybersecurity breaches are sig-
nificant, their psychological impact on groups and individ-
uals are also recognized as important. Bada and Nurse
(2020) [15] revealed that through their support and inter-
vention, senior management plays a critical role in chang-
ing employees’ emotional and coping abilities during cy-
bersecurity breaches. Their study also used Technology
Threat Avoidance Theory (TTAT) to enhance the grounded
approach to data analysis through an emotion-theoret-
ic lens. The study’s conclusions, based on structural ap-
praisal theory, showed that the IT security team in the case
study alternated between negative emotion-focused cop-
ing and positive problem-focused coping.

Literature on cybersecurity breaches has numerous meth-
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BOCT Ha nHdopmaTnuke Hanage [23].

Hajuyewhn nokasaters 3allTUTHE MOTMBaUWMje je Mepa ,Ha-
Mepe” aa ce npegy3mMe npenopyyYyeHa NpeBeHTMBHA aKTUB-
HOCT. YuheHnua ga reyau, Hamsrnen, He Buae uHgopma-
TUYKE Hanage Kao NpeTky no cebe came, a 1 ako X BUAE
Tako, CMaTpajy Aa HuWTa He MOry Aa yYMHE NPOTUB HUX,
jecTe jow jeaaH 3HavajaH hakTop y pasymeBaky Tora Kako
jaBHOCT ofroBapa Ha oBe Hanage. Beha je BepoBaTHoha
na he jaBHOCT ogroBopuTu Ha nocneguyHu gorahaj (kao
LUTO je NpeKung, HeKnx ycnyra) Hero Ha Cam UHOPMaTUYKK
Hanag. AganTMBHE HaMepe 1 NMoHallaka YecTo cy nocre-
ovua noBehawa WHTEH3UTETA MPETHE, OCETIbMBOCTU Ha
npeThy, ePrKacHOCTN 0AroBopa U camMoeUKacHOCTMU.

PeneBaHTHa Teopumja 3awTuTHEe MoTuBauuje (T3M)

Teopwja 3awTuTHe moTuBaumje (T3M) [22] je jegHa o ve-
cTo kopuwheHnx Teopuja y buxejBmopanHuM UCTpaxuBa-
tMMa 6e3begHocT nHopmaumoHux cuctema (MC), wro
npegcrasrba KpuTnyaH geo nHdopmatmnyke 6e3begHocTw.
lMpumeHa Teopuje 3aWITUTHE MOTUBALIMjE Y NCTPaXnBaHN-
Ma MHOpMaLMOHMX cucTema HefaBHO je buna npegmet
ucnutuBawa y ctyamjama nHopmMaLmMoHux cuctema [24].
loavHe T3M cTyamja y ncMxonoruju 4oHoce MHore oaaTtHe
BaXKHe yBuae y uctpaxusama 6e36egHoCcTv nHdopmaumo-
Hux cuctema. OBa cTtyaunja 6w morna ga aofe go ogrosopa
3aLUTO ce fbyan npuapxaeajy (unu He) mepa 6e36eaHoOCTH
MH(OPMaLMOHNX cUcTema, NpUMEHOM yBMAA U3 Teopuje
3aWTUTHE MOTMBaUMje KOjuU MPEeTXOAHO HUCy Bunu ucnu-
TMBaHW y obnactn 6e36egHOCTM MHAPOPMALMOHNX CUCTE-
ma. Ha npumep, uctpaxusara y Ncuxornoruju nokasyjy aa
anenu Koju nMmajy 3a uuib Aa M3asoBy M CTpax u emnatu-
jy nosehaBajy edukacHOCT nopyka o npethama, Kaga je
ocoba kojoj cy OBe Mopyke HaMereHe y OpPYLUTBY ApPYrnx
Koju cy Takohe nog pusukom. Ctora, mopyke koje oxpadpy-
jy rbyde oa pasmulsbajy o nepcrnektMsama gpyrnx mory
[a um nomorHy ga 6orbe pasymejy 3awTto 6u Tpebano ga
yyBajy 6e36edHOCT CBOjux nogaTtaka v MHgopMauuja. Y3
TO, YBUAM M3 Teopuje 3awTuTHe moTtusauuje (T3M) mory
[a ce NCKOPUCTE 3a pa3Boj ENOTBOPHUX TPETMaHa Kojuma
ce yHanpefyjy noHalwana rbyau y Besun ca MHdopMaumo-
Hom 6e3beqHoLuhy.

MeTop,

OBo ucTpaxuBarse ce 6GaBM NCUXOMOLIKMM edhekTUMa caj-
bepbesbenHocHNX noBpeda nogataka mehy ocobama m3
Hurepuje. MNogaum cy NpuKynrbeHn n3 cekyHaapHUX U3Bo-
pa VU KBanuTaTUBHO aHanuavpaHu NpMMEHOM anaTta 3a
aHanuay cagpxaja PQRS (eHrn. Preview, Question, Read,
and Summarize, npernegaj, NnpencnuTaj, NpounTaj n pesu-
Mu1paj), Koju je npeanoxuno KoxeH (1990) [25].

Sulaiman Toyin, Branka Stamatovic Gajic

odological and definitional issues; ‘cybersecurity breach-
es’ have broad categories, such as Cyber Terrorism, Ran-
somware, Phishing, Cyberbullying, Cyber-stalking, etc.
Research focusing on one manifestation of cybersecurity
breaches (e.g., Cyber Terrorism) should not assume that
the process is applicable to other types of cybersecurity
breaches, such as Cyber Fraud. Perpetrators of cyberse-
curity breaches have varying motives, targets, demands,
structures, and arenas of operations. Where an individu-
al fails to properly manage their password, the chances
that the perpetrator of cybersecurity breaches would hijack
the system and gain access to data is very high, and the
purpose of personal security will be defeated. Adhering to
information systems security measures, using the Protec-
tion Motivation Theory insights as propounded by Rogers
(1975) [22], becomes more important, especially in Nige-
ria.

Failure to adhere to information systems security measures
can affect a nation’s security and prosperity. The findings
of Bada and Nurse (2020) [15] concluded that to combat
cybersecurity concerns, emotional support systems must
be developed in addition to technological advancements
to prevent detrimental long-term psychological effects. Ca-
netti et al. (2017) [4] examined how people felt about and
trusted autonomous cars and concluded that cyberattacks
undoubtedly reduce public trust in AVs, emphasizing the
significance of perceived safety, incident severity, regulato-
ry frameworks, and business legacy in forming public trust.
Research in cognitive psychology and cyber psychology
shows that high workloads and short deadlines necessitate
quick decisions, which raises the risk of mistakes including
missed alarms, misconfigured systems, and delayed threat
responses [26]. Drawing from this background, human fac-
tors psychology suggests that by dividing mental demands,
techniques like task-sharing and decision-support systems
can reduce cognitive fatigue and avoid mistakes caused by
an excessive amount of information [10].

Conclusion

This study aims to contribute insights into the psycholog-
ical effects of cybersecurity breaches among individuals
in Nigeria. In summary, a clear understanding of the dif-
ferences among the literature reviewed, theoretical frame-
work, and conceptual framework provides better guidance
on the psychological effects of cybersecurity breaches
among individuals in Nigeria.

This study reveals the existence of cybersecurity breaches
that can lead to general crime and psychological insecurity
in Nigeria. There are indications that cybersecurity breach-
es can have significant psychological effects on individual
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CynejmaH TojuH, BpaHka Ctamatosuh lajuh

ETnuka pasmarpama

TokoM Uene cTyguje, eTUYKU CTaHAapau UCTpaxunBaka cy
CTPOro nowToBaHW. AyTopu peneBaHTHe nuTepaTtype ce
HaBode W y uuTatMmMa y TeKCTY, Kao 1 'y NpaBUHoO Haeeae-
HUM pedepeHuama. JlutepaTtypa Koja je 4eo oBor nperne-
0a ycknaheHa je ca unrbeBrMmMa OBOI UCTPaXuBaHsa.

[duckycuja o pesyntatuma

Cajbepbe3benHocHe noBpee nogaraka Mory ga OoBoay
00 NCUXOroLLKe HepaBHoTexe. Mako cy edektn 6esbea-
HOCHMX MOBpeda nogartaka 3HavajHu, HUXOB MCUMXOMOLLIKA
yTuLUaj Ha rpyne v nojegmHue Takohe je npenosHaT kao
3HavajaH. Baga n Hypc (2020) [15] cy oTkpunu ga Bulie
PYyKOBOACTBO, KPO3 CBOjy MOAPLUKY U UHTepBeHLUMje, urpa
KPUTWYHY Yrory y NpPOMeH/ eMOLMOHaNHUX U CNoCOBHOCTM
npeBnagaBara 3anocneHnx Tokom 6e3beqHOCHNX NoBpe-
0a nogataka. HbuxoBa ctyauja je Takohe npumeHuna Tteo-
puvjy nsberaBarba TEXHOMOLLKUX NpeThsu (eHrn. Technology
Threat Avoidance Theory, TTAT) kako 6u yHanpeguna pa-
LMOHAaIHN NPUCTYN aHanuMan nogaraka Kpo3 npusmy emo-
LUuoHanHe Teopuje. 3akrbyyum cTygunje, Ha OCHOBY Teopuje
CTPYKTYpHE OLeHe, nokasyjy ga je tum 3a UT 6e3begHocT
y nocMaTtpaHoj CTyauju crny4yaja antepHupao nsmehy Hera-
TMBHOT NpeBnagasara (POoKycupaHor Ha emouuje 1 nosu-
TUBHOr NpeBsragaBaka hoKycupaHor Ha npobnem.

Jlntepatypa o 6e3benHOCHUM noBpedama nogaraka uma
6pojHe MeTogonoLWKe U NpobrnemMe y Be3n ca AeuHuLmMja-
Ma; MHpopmaunoHa (cajbepbesbenHocHa) noBpena noga-
Taka MmMa LUMpoKe KaTeropuje, Kao LITO cy cajoep Tepopu-
3am, paHcoMmBep (Manuyuo3HU coghmeep Koju 3axmeesa 00
Xpmee ynnamy Hosua/omkyna Kako bu omo2yhuo noHos-
HU npucmyn nodayuma, Npum. nNpes), PULLKHT, cajoep-Ha-
CUNHWLWTBO, cajbep-nporawame Uth. Vctpaxueara Koja
Cy yCMepeHa Ka jegHoM nojaBHOM 00nuky cajbepbe3ben-
HOCHe noBpege nogaTtaka (HMp. cajbep-Tepopuamy) He
Tpeba oa npeTrnocTaBe Aa ce UCTW NPOLEC MOXE NPUMEHN-
TV Ha apyre BpcTe 6e36e4HOCHMX NoBpeaa nogaraka, kao
LWTO je cajoep-npeBapa. MNodnHmouwm cajoepbe3begHOCHMX
nospefa nogartaka MMajy pasnuyuute MOTMBE, LWUIbEBE,
3axTeBe, CTPYKType un obrnacTtu y kojuma onepuwy. Kaga
nojeguHal, He ycne NpaBWUiHO Aa 3alTUTU CBOjY JTO3MHKY,
MOCTOjV BENMKa WaHca Aa nodmHunal, cajoepbesbenHocHe
rnoBpefe nogartaka oTMe cucteM U gobuje npucTyn noaa-
uMma, YMme je nopaxeHa HameHa Mepa nuyHe 6e3ben-
HocTu. MpuapxaBate 6e36efHOCHMX Mepa Y MHdopMma-
LMOHMM cucTemMMma, noMohy NpuUMeHe yBuaa M3 Teopuje
3aWTUTHE MOTMBaUMje Koje je n3Heo Pouepc (1975) [22],
Jobwja Ha 3Ha4ajy, nocebHo y Hurepwmju.

HenpuapxaBate Mepa 6e36eqHOCTV yHyTap MHgopMa-
LIMOHMX cucTEMa MOXe Aa yTude Ha 6e3bedHOCT M Mpo-

victims in Nigeria.

This study therefore concludes that long-term exposure to
harmful internet content might affect cognitive abilities, in-
cluding problem-solving and decision-making. Victims may
struggle to concentrate or make wise decisions, which may
affect their capacity to handle everyday obligations. Fur-
thermore, being targeted online can cause trust issues,
leading people to lose faith in others and online platforms,
making them reluctant to use social media or communicate
online. This hesitation may cause them to become even
more isolated from support networks.
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cneputeT uene gpxaee. baga n Hypc (2020) [15] y ¢cBOj0j
CTyaomjun 3akrbydyjy Aa je, y unrby 6opbe npotus cajoep-
©e30eHOCHMX MpeThK, HEONXOOHO Pa3BUTU CUCTEME 3a
€MOLMOHarHy NoAapLLUKy, y3 TEXHOMOLLKE HamnpeTke, Kako 6u
Ce Cnpeymnnu 4yroTpajHu LWTETHM NCMXONoLLKn edekTun. Ka-
HeTu un capagHuum (2017) [4] cy ncnmTmBanm KOnuko rbyau
MMajy nosepera, 1 WTa ocehajy y Be3n ca ayTOHOMHUM
BO3UNMMA, 1 3aKIbY4Unu cy Aa MHpopMaTUYKM Hanaau He-
CYMHWBO CMakbyjy NoBepere jaBHocTu Y AB 1 Harmacunm
3Hayaj nepuunupaHe 6e36e4HOCTU, O30MILHOCTU MHLUK-
[eHTa, perynaTtopHux OKBMpa 1 MOCroBHE 3a0CTaBLUTUHE
npu dopmupary nosepena jaBHoOCTU. VcTpaxusara y
KOTHUTMBHOj MCUXOMOrMju 1 cajdoep ncuxornoruju nokasyjy
[a BUCOKO pagHo onTepehere 1 KpaTku pOKOBU 3axTeBajy
©Op30 JoHoLwewe ognyka, WTo noBehaBa pu3nk of rpeLua-
Ka, YKiby4yjyhn nponywTeHa ynosopeka, norpeLHo KOH-
durypmucaHe cucteme 1 OasIoKeHe OAroBOPE Ha MpeTHy
[26]. Haporpahyjyhu Ha oBo, ncuxonoruja rbyackor dak-
Topa ykasyje ga 6u nogena MeHTanHor Hamopa, TeXHUKe
Kao LITO Cy Aerbene 3aJaraka u cuctemMu 3a NogpLUKy npu
[OOHOLLEHY OANyKa, MOMMM Aa CMakse KOTHUTUBHMW 3aMOop U
nosedy 00 m3beraBarba rpeluaka 4o Kojux gonasun ycneg
npekoMepHe konuymHe nHdopmauuja [10].

3akrby4ak

OBO CTpaXxnBaH-€ je HAMEHEHO CTULLakY YBUAA Y NCUXO-
nowke edekte cajbepbe3begHOCHNX noBpega nogaraka
mehy ocobama n3 Hurepuje. YkpaTko, jacHO pasymeBan-e
pasnuka nameny npernegaHux CTyaunja, TEOPETCKOr OKBU-
pa 1 KOHUEeNTyarnHor okBuMpa OOHOCKM Oorbe CMepHuue Y
nornegy NCUXoriowkmx edpekaTa cajoepbe3begHOCHMX Mo-
Bpeda nogaraka kog ocoba 3 Hurepuije.

Oga cTyaunja oTkpuBa Aa noctoje cajbepbe3benHocHe no-
Bpene rnopartaka kKoje mMory Aa AoBeAy A0 ONWTUX KpUBKUY-
HUX gena u NcuxonoLuke HecurypHoctn y Hurepwuju. lMo-
CTOje nHAMuUWje fa 6e3begHocHe noBpede nogataka Mory
[a uMmajy 3HayajHe ncuxorollke edekTe Ha nojeauMHavHe
XpTBe y Hurepujn.

Oega cTyauja, cTora, 3akrbydyje Aa AyrotpajHa UsnoxeHocTt
LUTETHOM CajpXajy ca MHTepHeTa Moxe Ja yTuye Ha Kor-
HWUTMBHE CNoCcoBHOCTY, YKIbydyjyhn peluaBarse npobnema
W OoHolewe ofnyka. XXpTeBe Mory Aa vmajy npobrnema
ca KOHLEHTpauujoM Unn OOHOLWEeH-eM MaMeTHUX oasyka,
LUTO MOXe NOTeHLUMjanHo Aa yThde Ha HMXOB KanauuteT
[a ce Hoce ca CBOjUM CBakoZHEBHUM obaBe3ama. [Jarbe,
Hamnagu Ha MHTEepPHeTy Mory Aa AoBedy A0 npobnema ca
noBepereM, LUITO HABOAM Ibyade Aa u3rybe Bepy y apyre
rbyOe U VHTEPHET nnatcopMe, Te cTora Ja OkneBajy aa
KOpUCTe ApyLITBEHE Meauje Unu Aa KOMyHUUMpajy nyTem
uHTepHeTa. OBO OKNeBare MOXe [a JoBefe [0 HUXoBe
Jarbe usonauuje og Mpexa nogpLuKe.
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